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SUMMARY OF RECOMMENDATIONS
The Commercial and Business Users Constituency (hereafter "Business Constituency" or "BC") has serious concerns regarding the proposal by Telnic Ltd. to amend its contract with ICANN to limit the public WHOIS output for the .TEL registry. For the reasons stated below the BC finds the proposal deeply flawed.
The BC recommends:

a) this should not be handled as a "proposal for a new registry service" but instead should follow the “ICANN Procedure for Handling WHOIS Conflicts with Privacy Law”. 

b) that should the proposal not be withdrawn and re-directed as above, ICANN must reject the proposal, as the proposal fails to adequately balance the needs of all stakeholders and affected parties who use WHOIS.

Background and principles
The Business Constituency (www.bizconst.org) has a mission to fully represent the views of the Internet business user community to ICANN. We do so by developing policy positions which are consistent with the development of business via an Internet that is stable, secure and reliable while promoting consumer confidence.

The BC has been an active participant on ICANN WHOIS issues since its inception. Our established policy position can be found at:

http://www.bizconst.org/Positions-Statements/Position-04-2004_Whois_all_TFs.doc
Accurate and publicly accessible WHOIS data are essential to our core values of Internet stability, security, reliability and consumer confidence. Business users require WHOIS data in order to thwart security attacks on their networks, to validate the legitimacy of a website for transactions, to identify consumer fraud and cyber-scams, for brand protection, and to combat spam, amongst other legitimate reasons.

Recognizing that there may at times be interactions or conflicts between WHOIS policy and privacy laws, a recommended procedure was developed by the GNSO Council as a Consensus Policy Recommendation in November 2005:

http://gnso.icann.org/issues/whois-privacy/whois_national_laws_procedure.htm
http://gnso.icann.org/meetings/minutes-gnso-28nov05.shtml
by a vote of 26 in support, 0 against, and with 1 abstention. It was supported unanimously by the ICANN Board on May 10, 2006:

http://www.icann.org/minutes/minutes-10may06.htm
The ICANN staff developed an implementation draft of the procedure and invited public comments on it. The procedure will be finalized pending input from the Government Advisory Committee.

http://www.icann.org/announcements/announcement-2-03dec06.htm
Telnic's proposal to alter the public display of WHOIS for .TEL was posted by ICANN on April 27, 2007 and a public comment period was announced on May 11, 2007:

http://www.icann.org/registries/rsep/ [proposal #2007004]

http://www.icann.org/announcements/announcement-11may07.htm
Concerns with the Telnic proposal

1. Telnic has not exercised its own contractual obligations
Step One of the procedure above involves notification of a WHOIS proceeding. Telnic has not provided "notification of an investigation, litigation, regulatory proceeding or other compliance action that might affect its compliance with its agreement with ICANN regarding the collection, display or distribution of personally identifiable data via Whois  ("Whois Proceeding")." It has merely carried out informal consultations with a few stakeholders and the UK Information Commissioner. We believe it is premature to conclude that its contractual WHOIS compliance should be altered on the basis of such informality. Step One of the procedure documents other information that the registry should provide to ICANN, which does not appear to have been provided. None of the remaining steps in the procedure has been followed. In particular, we note Step 2.1 states: 
"The goal of the consultation process should be to seek to resolve the problem in a manner that preserves the ability of the registrar/registry to comply with its contractual Whois obligations to the greatest extent possible."

The proposal does not meet the standard that Telnic is complying with its contractual WHOIS obligations.

2. Inconsistent with other EU countries applying the same EU law. The rationale for the change is flawed. Other ccTLDs in Europe (.de, .eu, .uk) provide WHOIS access that does not appear to violate any national or European laws, yet Telnic proposes a system that is at great variance with established systems. Even registrars located in the UK for gTLDs like .com or .net publish WHOIS data to meet their contractual obligations. 

3. Inappropriate change at a time when WHOIS is under review. ICANN and the GNSO are working on reforming WHOIS policy in a way that will address the same issue and have made progress explicitly on limitations to the display of WHOIS data for individuals (natural persons). Telnic must not be allowed to circumvent this global solution.

4. The .NAME parallel is flawed. Telnic makes a comparison to .NAME in its letter to ICANN of April 25, 2007 (page 3):

http://www.icann.org/correspondence/price-to-pritz-25apr07.pdf
We believe this to be an inappropriate comparison Indeed, http://www.nic.name/ describes .NAME as "the first and only global top-level domain (gTLD) for individuals." In comparison, Telnic in its .TEL application stated that their new TLD will be: "A vehicle that will allow and encourage individuals and corporations to manage a universal identity in this namespace."

http://www.icann.org/tlds/stld-apps-19mar04/tel-telnic.htm
Given this targeting towards businesses, a comparison with .NAME in order to get fast-track approval is inappropriate. Telnic's proposal might encourage "forum shopping" by registry operators, encouraging a "race to the bottom" to minimize their obligations and increase profits. One can envision scenarios where existing gTLD operators of .COM, .NET, .ORG, or other major gTLDs strategically decide to shift operations to certain jurisdictions as a mechanism to reduce their obligations to the global community and to ICANN. .TEL is a gTLD, not a .ccTLD, and thus global needs of stakeholders around the world must be considered.

5. Insufficient consultation has taken place. In the proposal:

http://www.icann.org/registries/rsep/telnic-whois-proposal-27apr07.pdf
the answers to many of the sections under "Consultation" are either entirely blank, or simply "No." Law enforcement in the UK alone was consulted, whereas .TEL proposes to serve registrants around the world, where the law enforcement and other stakeholders would be expected to have opinions and concerns about limited access to WHOIS.

6. Alternative solutions such as a thin registry were not considered. Under a thin registry, registrars would instead be responsible for publishing full WHOIS data, as they currently do for .COM and .NET.

7. Proxies. Alternative solutions such as allowing proxy registrations were not considered.

8. WHOIS should not be seen as just another service to sell. Requests for detailed registrant information under the proposal will be charged a fee, requiring the use of a credit card. The amount of the fee is undisclosed in the proposal. The BC believes this fee should be zero. One can envision that a non-zero fee could become a profit-center for registry operators, given how widely WHOIS is used for legitimate purposes. A dangerous precedent would be set to allow any registry to charge for access to WHOIS, as this would permit profit-maximizing registry operators to be able to reduce their obligations in providing public access to WHOIS while simultaneously boosting their revenues by charging for the data. Even if the registry operator suggests to users of a paid WHOIS system that the fee is set entirely on a cost-recovery basis, there is no audit mechanism to independently verify this, nor is there any mechanism or competitive pressure to compel the registry operator to minimize the costs of providing such a system. Free WHOIS ensures that the public is fully served, and that the registry operator is motivated to be economically efficient.

9. The verification demand is disproportionately burdensome. Requests for detailed registrant data under the proposal require that the party identify themselves (and who they act as an agent for) and provide justification. This can undermine legitimate law enforcement and civil investigations that require discreet data collection, so that the entity under investigation doesn't engage in "cyber-flight" or other behaviour that hampers investigations.

10. Fees related to means of communication are inappropriate. Telnic proposes that the fee for access to the detailed registrant information be HIGHER if the requesting party requests the information via e-mail, compared to receiving the information by postal mail: "The requesting party may, for an additional fee, receive the requested information via email,....." E-mail is less costly than postal mail, and can be easily automated so that the cost is essentially zero. The BC finds it disturbing and unjustifiable that Telnic proposes to charge more for something that costs them less. Indeed, it raises the concern that this proposal may be economically-motivated, seeking to increase the profits of Telnic and diminish their obligations, under a pretence of privacy concerns or compliance with certain laws. Moreover, access by postal mail creates delays that hampers investigations, thereby allowing "cyber-flight" and other malevolent behaviour.

11. Internal inconsistency. Under a pretence of giving registrants control over their private information, the "Requests for Detailed Registrant Information" section does not actually state under what conditions the request is accepted or denied. The proposal even explicitly states that the registry will have no obligation to inform the registrant of requests. Furthermore, the proposal states:

"The Sponsoring Registrar will also be required to inform each individual Registered Domain Owner as part of the applicable registration agreement that his or her personal contact information may be shared with third parties, even if such individual Registered Domain Owner does not choose to have such contact information displayed in the public WHOIS system."

This appears to be inconsistent with the justification of the actual proposed service itself. If supposedly "Legislation requires that individuals have the ability to choose how their Personal Data -- postal and email addresses, phone and fax numbers, etc. are used" (from Telnic's April 25th letter to ICANN), yet Telnic is requiring sponsoring registrars to have registrants waive those rights, through disclosure that their information may be shared with third parties" then something is wrong and inconsistent. Registrants under this proposal do not really have any "ability to choose" -- instead, they are just given different scenarios through which third parties will still gain access. Going further, this "illusion of choice" can be demonstrated by a fictional proposal that tells Registrants that they can choose to have their WHOIS data provided by port 43 access, or by web-based access, or by email-based access, or by postal mail access. Those are four different choices, that the Registrant could theoretically be bound to under the registration agreement, yet has the wording or spirit of the "Legislation" been fulfilled?

12. Lack of alternative solutions. Telnic has failed to consider other alternatives to comply with its WHOIS obligations, including potentially relocating its operations to another country. There is no evidence that any effort has been undertaken to find an alternate solution (if a problem even exists) that maximizes access to WHOIS in accord with the requirements of the Registry agreement.

13. Extra-territorial application. Telnic's proposal would apply to registrants who are not even citizens of the UK. It can be argued that any legislation to which Telnic refers was not meant to apply to citizens of the USA, Canada, Brazil, Germany, China, or any other jurisdictions to which registrants might belong. Full public WHOIS should be provided for all registrants to which this legislation does not apply.

Recommendations
The BC recommends:

a) this should not be handled as a "proposal for a new registry service" but instead should follow the “ICANN Procedure for Handling WHOIS Conflicts with Privacy Law”. 

b) should the proposal not be withdrawn and re-directed as above ICANN must reject the proposal, as the proposal fails to adequately balance the needs of all stakeholders and affected parties who use the WHOIS.
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