Business Constituency Position Paper 

Input to the GNSO Council task forces on WHOIS - April 2004

In order to provide input to all three Task Forces (TF) and provide a broader statement from the Commercial and Business User Constituency (hereafter Business Constituency or BC), we have consolidated our input into a single document.

Members of the Business Constituency use the Internet to conduct business. The Business Constituency is a constituency representing customers of providers of connectivity, domain names, IP addresses, protocols and other services related to electronic commerce in its broad sense. The BC membership includes corporations, entrepreneurs, and associations. 

The BC recognizes that the Internet is changing and evolving into a more commercial and widely used communication mechanism, and that the characteristics of the Internet users are also changing, over time. It is generally agreed that more and more users are registering domain names for a wider and wider variety of purposes.  As the user characteristics are changing and the Internet is growing, it is important to keep in mind the key issues of Internet stability.  The BC believes that accurate WHOIS data is an essential element to that core value. In examining the possibility of changes in the WHOIS, the BC believes that better mechanisms are needed to ensure accurate WHOIS data, while balancing the needs of the full set of stakeholders and affected parties. 

Principles for the use of WHOIS

Striking a balance among concerns and needs of the different stakeholders related to accuracy, reliability, access and privacy issues is the goal.  This is consistent with the OECD Guidelines on the Protection of Privacy and Trans-border Data Flows of Personal Data, the international consensus, that works to strike a balance between effective privacy protection and the free flow of information.  

Purposes of Business User access to WHOIS:

Business users access the WHOIS database to obtain registrant contact information for the following reasons:

1. to verify the availability of a name they might wish to register

2. to thwart security attacks of their networks and servers

3. to validate the legitimacy of a website for transactions

4. to identity consumer fraud and cyber-scam incidents

5. to undertake routine reviews to protect their brands

6. to support UDRP and other infringement proceedings

7. to combat spam.

The BC’s guiding principles related to WHOIS are:

1.
Accuracy and access. Accuracy and access to accurate data are the top priorities. Enforcement of accuracy requirements is essential. 

2.
Use of data. It is key to find a balance between data use for legitimate purposes and avoiding unwelcome or illegal use.

3. Balance of Stakeholder needs. Any changes in access to WHOIS must be balanced across the needs of all stakeholders and take into account the costs to the registries/registrars  to maintain more complex systems, as well as the burden on the legitimate users of WHOIS.

4. Marketing. WHOIS data should never be used for marketing purposes. This includes precluding the use of WHOIS data for marketing by the registry or registrar other than for services that are directly applicable to registration or other purposes that are not inconsistent with the original purpose [see OECD Guidelines] or for which the registrant has explicitly opted-in.

5. Scope. The focus for now should be ensuring a consistent system of WHOIS across generic top-level domain names. Any discussion of WHOIS policies that might affect WHOIS within country-code domain names should be addressed later and through the new Country Code Names Supporting Organisation. 

Task Force One: What contractual changes, if any, are needed to protect domain name holders from data mining for the purpose of marketing?

The BC notes:

Concerns arise from marketing use. The BC has previously stated that marketing uses of WHOIS data should be prohibited.  The basis of much data protection law is that data should only be used for the purpose directly applicable to registration or other purposes that are not inconsistent with the original purpose [see OECD Guidelines] or for which the registrant has explicitly opted-in.

· Spam.  Confusion exists today regarding whether and to what extent WHOIS data is used for the development of Spam. Data indicates that the involvement is small, but in any case, it is important to not allow contamination of the issues relating to WHOIS by the issue of spam prevention. Regardless of the limited degree of impact, mechanisms to limit any use should be supported.
The BC therefore proposes:

· Eliminate marketing. The BC believes that WHOIS data should never be used for marketing purposes. This includes precluding the use of WHOIS data for marketing by the registry or registrar, other than for services which are directly applicable to registration or for which the registrant has explicitly opted-in.

· Limit access to Port 43 access. Although it does not appear that WHOIS is a significant contributor to Spam, the BC supports the limitation on port 43 access (an Internet-based access used by registrars and others) to discourage any use for that purpose.  Also, this will limit uses of port 43 for other marketing purposes. 

· Creation of a White list approach for “legitimate use”. There are legitimate uses of WHOIS, which should be supported, including uses facilitated by bulk access. Such uses include research, creation of third party value-added services, etc. The BC therefore supports the creation of a list of legitimate uses, and recommends that such uses be limited  via registry/registrar/third party contract when  bulk access is provided to such third parties. Specific conditions as to use should e specified in the contractual terms.
· The BC therefore proposes that the examination of such a white list process should be referred to Council for consideration as a policy development process. 

Task Force Two: data collection and display of data elements

The BC notes:

· Privacy concerns: The question of whether and how WHOIS data should be made public has been raised. It is unclear whether this question pertains to a broadly held governmental concern with all WHOIS data or whether the question relates to the narrow class of registrations by individuals with privacy concerns.   In any case, the question of changing access to WHOIS data is a current and important one.

· Registrant Awareness of public access to WHOIS: The question has also been raised about whether registrants are aware of what WHOIS data is and how it is displayed and why  it is needed. 

· Segregation of registrants into categories presents problems of definition. There have been discussions about the concept of segregating registrants into different categories and having different requirements for gathering and publishing WHOIS data, based on the user category.  The determination of what category a registrant fits into is not a simple determination, since, for example, individuals may register names for speculation, business development, or for personal use. And the reality is that the problems with consumer fraud, piracy, and trademark infringement are typically perpetrated by individuals, who provide false registration information, in order to avoid pursuit. 

· Differentiated or “tiered” Access by Authenticated Users: There has been some limited discussion about creating a two tier approach to access and requiring a WHOIS user to be approved or authenticated to have access all data.

· Services which offer anonymity for registrants: Some have raised the issue of providing a mechanism for individual anonymity for legitimate individuals. Such mechanisms exist in telephony, where the telephony provider receives accurate contact information and acts as the point of contact for legitimate requests.  Alternatively, anonymous gTLD registrations can be obtained by individuals through several mechanisms such as registration through one’s ISP.

· Privacy and existing obligations: Although some entities have raised the question of what privacy laws apply to WHOIS data, there is not a consistent interpretation of law. A few countries have established that their privacy laws apply to the display of country-code WHOIS data. Certain data privacy entities have begun to ask what data privacy protections should apply.  Yet many countries require businesses and NGOs to provide accurate information when they apply for services such as a business license, tax exempt status, inclusion in a directory, or trademarks.  

· All data elements are needed. BC members responding to the questionnaire regarding data elements relied upon by business users indicated that all data elements are used.  When some part of the elements are incomplete or inaccurate it is even more important to have access to as many data elements as possible.  This enables a thorough effort at contacting the registrant, or in the case of consumer fraud, to support law enforcement.  

· Display of data elements: All data elements should be displayed, or at a minimum accessible via an easy to use and validated process that would allow access to an authenticated user.  However, this needs further and careful examination. It is not acceptable to simply create broad categories of ‘business’ and ‘individual’ without a recognition of the issues involving the misuse of a special category.

The BC therefore proposes:

· All existing data elements are needed. The BC recognises the continued need for all the data elements that are available in WHOIS today.

· Registrants should be informed: Fact based, neutral toned information about WHOIS should be included in the registration process, and specific acknowledgement/consent should be obtained at the time of registration. Registrants should also be renotified when they renew their registration of the importance of accurate and complete data. 

· Assessment of a differentiated access model should be undertaken: Examination of the broad implications of establishing a differentiated access model, including costs, broad impact on registrants and WHOIS users,  and taking into account CRISP and other emerging standards, should be a community and Council priority. The development of such a change in WHOIS will require a further PDP process.

· Updated Information is needed to begin such a consideration: The Council should be asked to support the briefing by all three  TFs by IETF on the status of CRISP and any other emerging and relevant standards. 

Task Force 3: Mechanisms to improve quality of contact data

The BC notes:

· Accuracy because WHOIS is public communication. A domain name registration in a TLD is a public form of communication, and as such, requires accurate data for the WHOIS registry. 

· Accuracy because users need accurate data. The average Internet user, whether business, government, NGO or individual, has an expectation of accurate WHOIS information, which they then use to address legitimate issues:  verifying the legitimacy of a web site, pursuing a network problem, addressing IP infringement concerns,  calling for assistance from law enforcement, etc. 

· Accuracy is important for individuals and organisations. The same concerns about the need for accurate data are independent of the nature of the registrant.  A non-statistical survey of BC members regarding the situations they have experienced with trademark infringements, consumer fraud, and network issues indicates that there are problems with individuals and with organisations. However, none of the consumer fraud incidents encountered by the well-known brand holders involved organisations. The five situations examined all involved individuals who provided false information. Discussions with law enforcement have and continue to evidence similar problems with individuals.  

· Some examples of data authentication exist in other industries, including financial services and in some of the ccTLDs.

The BC therefore proposes:

· Best Practices are available from other sources: The BC recommends further examination of best practices in authentication in other industries and from selected ccTLDs.

· Changes to the contracts are needed to ensure there is enforcement. The requirement to provide accurate data is a part of the Registrar contract, yet it appears that few registrars fulfill this requirement. The BC believes that this must be enforced by ICANN while allowing flexibility in the way registrars carry out this obligation. The previous WHOIS TF discussed the development of graduated sanctions.  They also heard from several ccTLDs with successful data verification practices. The BC calls for the development of policy to evaluate a system of graduated sanctions.

Recommendation: more research is needed, and standards may offer solutions to development of modifications to WHOIS.  Discussion of WHOIS is limited by a lack of research which would allow fact based policy.  The ccTLD registries also have significant experiences which could be the better understood and provide useful “understanding” to guide gTLD policy development. The BC encourages the GNSO Council to seek current information on both the CRISP project (on WHOIS standards undertaken by the Internet Engineering Task Force) and any other relevant standards process, to examine the role of these potential standards in providing a solution. The BC recognizes that the cost of implementing changes in WHOIS must be analyzed and understood as changes are considered. Changes in WHOIS should not become an “unfunded mandate” upon registrars. 
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